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SERVICES DATASHEES

CONTROLCASE PCI COMPLIANCE SERVICES

PCl Overview Why ControlCase?

Opver the past few years, online crime and theft involving credit card data has become :
big business for cyber criminals. Numerous stories involving the compromise of > Authorized QSA
hundreds of thousapds of credit cards have emerged, resulting in millions of dollars in » Global reach
losses to both card issuers and consumers.

» Flexible engagement options
To ensure that cardholder data is protected, the Payment Card industry has created the

PCI Data Security Standard (PCI DSS). This standard is the result of collaboration > Proven methodology
between the top card issuers in the world—American Express, Discover Financial » Cost effective

Services, JCB International Credit Card Co., MasterCard Worldwide and Visa

International. » Audits performed by QSAPs

Any company that processes, stores, or transmits credit card numbers must be PCI i EXtenSiV_e compl_iance, risk
DSS compliant. Failure to comply with the PCI DSS can result in losing the ability to and audit experience

process credit card payments, and could also result in severe financial penalties. : v
» Simple, widely accepted

terms & conditions

ControlCase PCI Service Offerings

Whether you are a large multinational bank or a small payment processor,
ControlCase has the ability to serve your needs and ensure your organization is
brought up to speed and into compliance with the PCI Data Security Standard.

ControlCase is a Qualified Security Assessor (QSA) as certified by the PCI Standards
Council. ControlCase has been qualified to perform the following PCI work:

» Onsite PCI Data Security Assessments

» Completion of the Report on Compliance (ROC) according to the
PCI Security Audit Procedures and Reporting document

» Payment Application Security Assessments

ControlCase has performed a wide variety of PCI related engagements and is presently
involved in compliance efforts for the following areas:

» Service providers

» Payment Gateway PCI Scenarios
»PCI in BPO situations

» PCI for banks

»Issuing Operations; and

» Datacenter related PCI refinements
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As per PCI Standards Council requirements in additional to company requirements, the individuals
within QSA firms engaged in PCI audits must be separately qualified. These individuals are called
Qualified Security Assessors. ControlCase leads the industry with the number of personnel certified as
QSA’s, and continues to certify additional auditors on an on-going basis.

In addition to the basic QSA qualification, ControlCase also has resources that have been qualified as
QPASA’s (Qualified Payment Application Security Assessors) to perform PCI Payment Application
Security, PABP Assessments.

With offices and resources located all over the globe, ControlCase has both the certified PCI DSS

resources and proven methodologies required to assist your organization to efficiently comply with the
PCI DSS standard, no matter where you are located.

Standard PCI Methodology

ControlCase strives to provide efficient and managed

- ' Perform required
compliance. We work hard to make the compliance process Perform initial Perform a gap $ vulnerability scans
simple and straightforward for your organization, utilizing our audit assessment and penetration
proven ControlCase PCI Compliance Manager solution in _ : . eSS
conjunction with the following methodology: '\!’

» Perform initial audit |
Provide Create a
P 8 A
> Perform a gap assessment oﬁs- ';fi(:;n;: (;]it remediation remediation
» Perform required vulnerability scans and penetration testing support plan
» Create a remediation plan .
» Provide remediation support '5’
» Perform an off-site audit Provide el il Providethalti
X . . Perforiig rovide a dra rovide the fina
» Perform an on-site audit g report on report on
» Provide a draft report on compliance compliance compliance
» Provide the final report on compliance
» Provide ongoing monitoring and assistance with compliance efforts !
Why ControlCase? Provide ofClES
] monitoring and
assistance with
With a global footprint and seasoned IT compliance resources, ControlCase has become the global compliance efforts

leader in managed compliance. Our team has assisted needs. Please contact us to learn more about
our offering and to find out why so many organizations trust their PCI compliance efforts to
ControlCase.

Additional Information

For more information on how ControlCase can assist you in meeting your compliance
and IT security needs, please contact us:

+1.703.483.6383 (United States)
+91.9820293399 (India)
contact@controlcase.com
www.controlcase.com

2010 Corporate Ridge, Suite 700 = McLean, VA = 22102 - USA - phone: 703.483.6383 - fax::703.991.5341

203, Town Centre = Andheri Kurla Road = Marol, Andheri (E) = Mumbai 400059, India = phone: +91.9820293399
contact@controlcase.com:: = - www.controlcase.com




